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Challenges, Best Practices, & Innovation

SECTION 01
Introduction and Executive Summary

U.S. Federal government senior leaders face a security
operations environment that has changed faster than
the tools designed to defend it. Adversarial nation-
states, including China, Russia, Iran, and North Korea
launch novel and artificial intelligence (Al) enabled,
cyber-attacks that defeat signature-based detection in
minutes. The U.S. Defense Industrial Base (DIB) faces
daily intrusions. Foreign adversaries conduct persistent,
low-and-slow campaigns that dwell undetected for
months inside U.S. federal government networks.
Meanwhile, the cybersecurity analysts tasked with
defending these environments are overwhelmed,
fatigued by high alert volumes, and stretched across a
growing cyber-attack surface area that now spans
enterprise, cloud, edge, Al Agents, and air-gapped
enclaves.

The Security Operations Centers (SOCs), within each
U.S. federal government agency serve as the nerve
center of a government agency’s cyber defense.
Unfortunately, most of the government SOCs have not
kept pace with the rise of cyber-attacks. Rule-based
detection is fundamentally reactive. Signature-
matching misses zero-day and novel-Tactics
Techniques and Procedures (TTPs) cyber-attacks.
Manual triage processes generate backlogs that stretch
mean-time-to-detect (MTTD) and mean-time-to-
respond (MTTR) to unacceptable levels. And every
dollar spent managing alert noise is a dollar not spent
on mission-aligned threat investigation.?

This whitepaper (the third in Evolver’s Cybersecurity
Series for senior government officials) analyzes the
most pressing next-generation SOC challenges facing
federal programs, outlines best practices and modern
tooling approaches, and presents the Evolver SOAR
and SPECTRA Innovations as a purpose-built,
managed solution that addresses these challenges
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now. The “why now” argument for Evolver SOAR and
SPECTRA are not theoretical: the cyber threat
environment, the workforce shortage, the Al policy
mandate, and the compliance landscape have
converged to create a window where organizations that
modernize their SOC will pull decisively ahead of those
that do not.®

In This Whitepaper...

This whitepaper provides U.S. senior government
officials with a practical framework for understanding,
evaluating, and modernizing the U.S. federal
government Security Operations Centers (SOCs) in an
era of Al-enabled threats and resource pressure. Key
points:

U.S. Federal government SOCs are structurally
mismatched to the modern cyber threat
environment: legacy rule-based and
signature-driven tools generate overwhelming
alert volumes, miss novel adversary behaviors,
and demand constant tuning that diverts
analysts from investigation and containment.3
The U.S. federal cybersecurity workforce
shortage is not closing. CISA reports a
persistent gap of hundreds of thousands of
unfilled cybersecurity positions nationwide,
making cybersecurity analyst augmentation
through Al not a convenience but an
operational necessity.

Best-practice next-generation SOCs fused
with Al software for anomalous behavior
detection, such as Evolver SPECTRA with
human-in-the-loop investigation, MITRE
ATT&CK-mapped threat hunting, combined
with Evolver SOAR an Al-powered Security
Orchestration and Automated Response
hyper-automation, powered by Swimlane,
providing increased cyber threat visibility and
1,000+ rapid automated incident response
playbooks, and continuous RMF evidence
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production that accelerates the Authorization
to Operate (ATO) obligations.®

*  The Evolver SPECTRA Innovation integrates a
self-learning Al overlay powered by MixMode
Al's Third Wave Al with Evolver’s 24x7 SOC
operations, detection engineering, cyber threat
hunt capability, and OSCAL -aligned
governance evidence, all delivered as a fully
managed service that deploys without rip-
and-replace modernization.®

*  Observed Evolver SOAR and SPECTRA
deployments reduce alert volumes by more
than 90 percent, reduce MTTD and MTTR by
up to 70 percent, and lower SOC operating
costs by 40 percent or more, while
continuously generating RMF evidence
artifacts that support ongoing compliance
obligations 7

* A pragmatic deployment approach delivers
measurable value within 30 days: behavioral
baseline begins immediately, threat hunt
sprints mapped to MITRE ATT&CK execute
within the first month, and governed
automation progresses from advisory to
enforced containment with full auditability.®

SENIOR LEADER NOTE

The U.S. federal SOC modernization imperative is
urgent. Nation-state adversaries are already
operating Al-enabled attack pipelines. A SOC still

running on signature-based detection is defending
government information systems with 20th-
century tools against 21st-century threats.

KEY OUTCOMES
Measurable SOC Modernization Impact

>90% Up to 70%

Alert volume reduction MTTD and MTTR reduction

40%+ 30 days

Lower SOC operating costs To measurable value
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SECTION 02

What Is a Next-Generation SOC?

The Security Operations Center has been the
operational heart of U.S. federal cybersecurity for
decades. In its traditional form, the SOC brings
together cybersecurity analysts, tools, and processes
to monitor, detect, investigate, and respond to cyber
threats across an agency’s enterprise environment. The
traditional SOC model, however, was designed for a
simpler cyber threat environment, one characterized by
known malware families, signature-matchable attacks,
and perimeter-bounded networks. °

The next-generation SOC represents an architectural
and operational evolution that responds to the realities
of the modern Al-Powered cyber threat environment:
Al-accelerated adversary operations, cloud-distributed
cyber-attack surfaces, insider threat vectors, supply
chain compromise, and adversary techniques that
deliberately evade rule-based detection systems. NIST
defines information security continuous monitoring as
maintaining ongoing awareness of security posture,
vulnerabilities, and cyber threats to support
organizational risk decisions, and achieving that
standard in today’s environment requires capabilities
that the legacy SOC model cannot deliver. ©

The NIST Cybersecurity Framework 2.0 reinforces this
evolution by elevating ‘Detect’ and ‘Respond’ as first-
order cybersecurity functions and embedding ‘Govern’
as the overarching function that connects operational
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detection capability to organizational risk decisions. ™ A
next-generation SOC operationalizes these functions
simultaneously: it detects through behavioral Al,

Table 1. Traditional SOC vs. Next-Generation SOC

responds through governed automation, and governs
through continuous evidence production.

Capability Traditional SOC Next-Generation SOC

Detection Model

Unknown Threat
Coverage

Poor, misses novel TTPs

Alert Volume

Deployment Scope

Analyst Role

RMF / Compliance

Support
Automation Limited; manual playbook execution
Cost Trend Rising with volume and staff

requirements

Rule-based & signature-driven

Enterprise-only, cloud-dependent

Triage and alert processing

SECTION 03

U.S. Federal Government: SOC
Challenges

The following challenges are systemic across U.S.
Federal government programs and represent the direct
drivers of next-generation SOC modernization
requirements. They are presented in order of mission
impact, not operational frequency.

1) Cybersecurity Analyst Fatigue Degrade Mission
Effectiveness

Legacy rule-based detection tools generate cyber alert
volumes that systematically exceed analyst capacity.
When a cybersecurity analyst team receives thousands

www.evolverinc.com

Al-Powered self-learning anomalous behavioral
analytics

Expanded cyber threat coverage via Agentic
Al-Powered SOAR technology

High false positive rates, analyst fatigue = Reduced alerts via Al-Powered anomalous

behavior detection software

Expanded enterprise and cloud infrastructure
coverage

Strategic planner of Cyber defensive measures
leveraging security orchestration, enhanced
cyber visibility, and hyper-automated incident
response

Manual, periodic evidence production | Highly automated and evidence based,

supporting C-ATO
Hyper-automation

Significantly reduced cost of operations

of alerts per day, the operational response is triaged by
volume, not by priority; real threats are lost in the noise.
CISA has consistently identified analyst overload as a
contributing factor in delayed incident detection and
response across U.S. federal agencies.™

The consequence is measurable: longer dwell times,
higher remediation costs, and mission disruption that
could have been prevented with earlier detection.
Cybersecurity analyst fatigue compounds the volume
problem. Experienced cyber analysts who spend their
shifts processing low-value alerts eventually disengage
from the investigation work that requires their expertise.
This drives both retention problems and capability
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degradation. These are two outcomes that federal
programs with tight hiring constraints can least afford. ®

2) Rule-Based Detection Cannot Identify Novel
Cyber-Attacks and Advanced Nation-State Cyber-
Attacks

The fundamental design limitation of signature-based
detection is that it can only identify what has already
been seen and catalogued. Nation-state adversaries,
including China, Russia, Iran, and North Korea,
specifically engineer their TTPs to defeat signature-
based detection systems. They use living-off-the-land
techniques that exploit legitimate system tools, employ
custom malware that has never been fingerprinted, and
conduct low-and-slow campaigns designed to remain
beneath detection thresholds for months at a time. *

The MITRE ATT&CK framework documents over 200
unique techniques and sub-techniques used by
advanced persistent threat (APT) actors, the majority
of which cannot be reliably detected through
signature-matching alone. ®U.S. Federal programs
that rely on Security Information and Event
Management (SIEM) rules and static detection content
are, by definition, unable to detect the full breadth of
adversary techniques documented in public threat
intelligence, let alone the undocumented TTPs used in
classified environments.

3) DDIL Environment Gaps Create Mission-Ciritical
Blind Spots

U.S. Federal cybersecurity requirements extend well
beyond the traditional enterprise network perimeter.
Military operations conduct cyber defense in Degraded,
Disconnected, Intermittent, and Limited (DDIL)
connectivity environments. Intelligence community
operations include air-gapped enclaves with no
commercial internet access. Diplomatic posts in hostile
nations operate infrastructure that cannot rely on
cloud-dependent security tools. Legacy SOC
architectures that require continuous connectivity to
cloud-hosted detection platforms fail categorically in
these environments, creating mission-critical detection
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blind spots precisely where the adversary threat is
highest.

4) Continuous RMF Evidence Obligations Strain SOC
Resources

U.S. Federal programs operating under the NIST Risk
Management Framework (RMF) carry continuous
monitoring obligations that require ongoing
documentation of security posture, control
effectiveness, and incident response activities.” In
practice, generating RMF evidence from SOC
operations is a largely manual process in most federal
agencies. Analysts export logs, populate spreadsheets,
and prepare assessment artifacts on periodic cycles
that inevitably lag operational reality. The Office of
Management and Budget (OMB) M-25-04 and
FedRAMP modernization initiatives are accelerating the
shift toward machine-readable evidence and
continuous authorization, creating an even wider gap
for programs that have not yet automated their
compliance evidence pipelines. ®

5) The U.S. Federal Cybersecurity Workforce
Shortage Is Not Closing

The Cyberspace Solarium Commission and CISA have
both identified the cybersecurity workforce shortage as
a strategic national security risk. The shortage is not
cyclical; it reflects a structural supply -demand
imbalance that will not be resolved through traditional
hiring pipelines within the timeframes that operational
programs require. ® U.S. Federal programs competing
for cleared cybersecurity talent face additional
constraints: the clearance backlog, the compensation
disadvantage relative to private sector, and the
geographic concentration of cleared positions in high
cost-of-living areas all limit the effective labor supply.
The operational consequence is that U.S. federal SOC
teams are chronically understaffed relative to their
monitoring scope and alert volume. This is not a
management failure, it is a structural reality that cannot
be solved by hiring alone. Al-enabled augmentation is
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the only scalable response that does not require
proportional growth in analyst headcount.?°

This is not a management failure; it is a
structural reality that cannot be solved by
hiring alone.

6) Al and Zero Trust Policy Mandates Require Active
SOC Evolution

Executive Order 14028, the National Cybersecurity
Strategy, OMB M-22-09, the CISA Zero Trust Maturity
Model 2.0, and the DoD Zero Trust Architecture (ZTA)
Strategy have collectively mandated a shift in U.S.
federal government cybersecurity posture from
perimeter-based defense to identity - verified,
behavior-monitored Zero Trust architectures. #'
Simultaneously, NIST’s Al Risk Management
Framework establishes expectations for trustworthy Al
use in U.S. federal operations, including Al-enabled
cybersecurity tools. 22

U.S. Federal SOC programs that have not yet evolved
their detection and response capabilities to align with
Zero Trust Architecture principles and trustworthy Al
deployment standards face a growing compliance gap.
The convergence of these mandates creates a specific
‘why now’ moment: programs that modernize their
SOC in 2026 do so in alignment with active policy
priorities and can leverage available funding and
political will. Those that wait will modernize against a
harder compliance backdrop and without the
advantage of being early adopters who have shaped
their agency’s architectural direction.

SECTION 04

Section 04: Next-Generation SOC
Program Best Practices

The following best practices reflect both U.S. Federal
government policy guidance and operational patterns
observed in high-performing government cybersecurity
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programs. They are designed as actionable guidance
for senior officials evaluating SOC modernization
investments.

1) Adopt Behavioral Al Detection as the Primary
Cyber Detection Engine

Rule-based detection should be treated as a legacy
complement, not a primary defense. Best-practice
programs are deploying self -supervised or self-
learning Al detection platforms that establish behavioral
baselines for each environment and surface statistically
meaningful deviations without requiring rules,
signatures, or historical training data. This approach is
specifically effective against the novel TTPs that
nation-state adversaries use precisely because they
defeat signature-based systems.?3

The NIST Al RMF provides a framework for deploying
trustworthy Al in federal operations, with particular
attention to explainability, auditability, and human
oversight, all of which are essential requirements for Al
deployed in high-consequence cybersecurity contexts.
24 Best-practice implementations deploy Al detection
with documented model lineage, regular purple-team
validation, and explainability features that allow human
analysts to understand and validate Al-generated
findings.

2) Implement MITRE ATT&CK-Mapped Cyber Threat
Hunt Programs

Threat hunting, the proactive, hypothesis-driven
investigation of potential adversary activity in an
environment, is a distinguishing capability of high-
performing federal SOC programs. Best-practice
threat hunt programs structure their sprints against
specific MITRE ATT&CK tactics and techniques,
ensuring that hunt activities systematically cover the
adversary technique space rather than focusing
exclusively on reactive incident response. 2> ATT&CK -
mapped hunt programs produce two outputs of
enduring value: discovered threats that would not have
been identified through passive monitoring, and
measurement of ATT&CK coverage gaps that inform
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both detection content development and security
engineering priorities. This two-output model converts
threat hunting from a reactive activity into a continuous
program improvement mechanism.?®

3) Expand Cyber SOAR Automation from Advisory to
Enforced

Security Orchestration, Automation, and Response
(SOAR) technology capabilities, such as Evolver SOAR
can dramatically reduce MTTR and free cybersecurity
analysts from repetitive containment tasks, but only
when governed appropriately. The key risk in SOAR
deployment is automation that takes irreversible or
mission-disruptive actions without adequate validation.
Best-practice SOAR governance programs progress
hyper automation through a defined maturity model:
advisory actions first (analyst sees the
recommendation but acts manually), followed by semi-
automated actions with analyst confirmation, followed
by fully enforced containment with rollback and audit
trail.?”

U.S. Federal programs should require full audit trails for
all automated actions, rollback capability for any
enforced containment response, and documented
safety criteria that must be met before any automation
progresses from advisory to enforced status. These
governance controls are not bureaucratic overhead;
they are essential protections against automated
responses that create operational disruptions or create
new vulnerabilities through unintended consequences.

These governance controls are not
bureaucratic overhead; they are essential
protection against automated responses
that create operational disruptions.

4) Integrate SOC Operations with Continuous RMF
Evidence Production

The most efficient federal programs treat SOC
telemetry and investigation outputs as primary inputs to
their RMF evidence pipeline. This means structuring
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detection and response processes to generate
authorization artifacts (incident logs, control test
results, anomaly reports) in formats that can be directly
incorporated into System Security Plans (SSPs),
Security Assessment Reports (SARs), and Plans of
Action & Milestones (POA&Ms). Where feasible,
OSCAL-formatted evidence export enables machine-
readable artifact production that aligns with FedRAMP
modernization direction and reduces the manual effort
required for continuous monitoring reporting.

5) Expand the Design for Multi-Environment
Cybersecurity Coverage

SOC architecture decisions made for enterprise
environments should not create blind spots in air-
gapped, edge, or DDIL environments. Best-practice
programs explicitly design their detection and response
architecture to operate without continuous connectivity,
using local inference models, policy-controlled
synchronization, and edge-deployable sensor stacks
that maintain effectiveness across the full operational
environment. 2

6) Measure SOC Performance Against Mission
Outcomes

The most common SOC performance measurement
failure is optimizing tool metrics (alerts processed,
tickets closed, scan coverage) rather than mission
outcomes. Senior officials should require performance
dashboards that track MTTD, MTTR, detection fidelity
(ratio of validated threats to total alerts), ATT&CK
coverage, and case aging and closure quality. These
metrics provide a defensible, mission-relevant picture
of SOC effectiveness that informs resource and
investment decisions.3°

SECTION 05

Section 05: Common Federal SOC
Tooling Ecosystem

U.S. Federal SOC programs typically deploy a layered
tooling ecosystem across six functional domains. The
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challenge is rarely the absence of tools; it is often the

lack of integration, normalization, governed workflow,

and training across the SOC tools. Understanding the

ecosystem and its gaps is a prerequisite for evaluating

next-generation SOC solutions.

Table 2. Federal SOC Tooling Ecosystem

Tooling Domain Role in SOC & Key Federal Considerations

SIEM (Security Information &
Event Management)

EDR (Endpoint Detection &
Response)

NDR (Network Detection &
Response)

SOAR (Security
Orchestration, Automation &
Response)

CTI (Cyber Threat
Intelligence) Platforms

RVM (Risk and Vulnerability
Management)
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Central log aggregation, correlation rule management, and alert generation. Federal
programs use platforms such as Splunk, Microsoft Sentinel, and IBM QRadar. The
core limitation is that SIEM effectiveness is bounded by the quality of its rule set; it
cannot detect what its rules have not anticipated.

Host-level telemetry collection, process monitoring, and endpoint containment.
Essential for detecting lateral movement and malicious code execution. EDR
generates high alert volumes that contribute to analyst overload without an upstream
normalization layer. Federal programs use software platforms such as Palo Alto
Networks Cortex XDR, CrowdStrike Falcon 9 platform, and others.

Network traffic analysis and anomaly detection at the network layer. Increasingly
critical as adversaries shift to encrypted traffic and living-off-the-land techniques.
Traditional NDR relies on signatures; next-generation NDR uses behavioral Al.
Federal programs use platforms such as Cisco NDR, IBM NDR, Evolver SPECTRA
and others.

Playbook-driven automation of containment and response actions. Effectiveness
depends entirely on playbook quality and governance maturity. Without governed
progression from advisory to enforced, SOAR either adds process overhead or
creates automation risk. Federal programs use platforms such as Splunk SOAR, Palo
Alto Networks, Cortex XSOAR, and others. Evolver SOAR powered by Swimlane
provides Agentic Al-powered hyper-automation to the SOC with 1,000+ automated
incident response playbooks.

Enrichment of detection context with external threat intelligence (STIX/TAXII feeds,
ISAC sharing, government threat data). Critical for contextualizing alerts against
known adversary infrastructure and active campaigns. For Federal use are CTI
platforms such as Google-Mandiant, Palo Alto Networks Unit 42, and CrowdStrike
CTI. Plus, the new Evolver ENHANCE solution is designed especially for the
integration of IT systems, with Operational Technology (OT) systems, Internet of
Things (IoT) devices, and Industrial Control Systems (ICS).

Integration of scan findings and exposure data into SOC triage prioritization. Best-
practice programs fuse KEV data (BOD 22-01) and EPSS scores with SOC findings
to prioritize response based on exploitation likelihood (see Evolver GUARDIAN™,
Part 2 of this series).
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The critical insight for senior officials is that the limiting
factor in U.S. federal SOC effectiveness is not the
individual tools, it is the ability to integrate, normalize,
correlate, govern, and train across the tool ecosystem.
An organization can have best-in-class SIEM, EDR,
NDR, SOAR, CTI, and RVM platforms and still operate
an ineffective SOC if those tools do not share context,
if alert normalization is manual, and if human
cybersecurity analysts are the only integration layer
connecting detection to response.

SECTION 06

Evolver SPECTRA: Al-Powered Next-
Generation SOC Innovation

The Evolver SPECTRA Innovation is a Self-learning Al-
Powered Platform for Enterprise Cyber Threat
Recognition & Analysis, is built to address the specific,
documented failures of the traditional U.S. Federal SOC
model. Launched in February 2026 through Evolver’s
Innovation Center and delivered as part of the Evolver
Integrated Technology Solutions (EITS) Cybersecurity
Suite, SPECTRA integrates key capabilities that have
historically required separate vendors, separate
contracts, and separate management overhead: '

* Aself-learning Al detection overlay powered
by MixMode’s proprietary Third Wave Al
platform, which learns environmental behavior
without rules, labels, or historical training data.

e 24x7 cybersecurity SOC operations delivered
as a fully managed service, providing L1-L3
analyst support, detection engineering, threat
hunt sprints, and SOAR playbook
development.

SPECTRA is not a platform replacement strategy. It is
an overlay that integrates with existing SIEM, EDR,
identity, and ticketing platforms, delivering Al-powered
prioritization and managed service delivery without
requiring organizations to abandon their current tool
investments.®?
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SECTION 07

Why SPECTRA, SOAR, and SHIELD Now:
The Convergence of Threat, Policy, and
Workforce Reality

The case for deploying Evolver's SPECTRA, SOAR, &
SHIELD Innovations now is not built on a single
argument. It is built on the convergence of five forces
that have simultaneously matured to create a window
of urgency that did not exist eighteen months ago.

Force 1: The Rise of the Advanced Cyber Threat
Environment

Nation-state adversaries, particularly China’s Volt
Typhoon and Salt Typhoon campaigns, Russia’s
Sandworm operations, Iran’s on-going cyber-attacks
on U.S. critical infrastructure and DPRK's
cryptocurrency and espionage programs, are now
demonstrating Al-enabled attack capabilities that
systematically outpace signature-based defense. %
The Volt Typhoon campaign, which pre-positioned
persistent access inside U.S. critical infrastructure
networks for potential crisis activation, was discovered
only through behavioral analysis of network traffic, not
through signature or rule-based detection.
Organizations still running legacy detection models are
defending against Al-accelerated adversaries with
1990s-era tools.

Force 2: The New U.S. Federal Al Policy Mandate

Executive Order 14110 on Safe, Secure, and
Trustworthy Al, the National Cybersecurity Strategy,
and NIST’s Al RMF together establish both the
expectation and the framework for trustworthy Al
adoption in federal cybersecurity operations.®* Federal
programs that adopt SPECTRA now are deploying Al in
alignment with active policy direction, with full
explainability, auditability, and model governance
documentation. Programs that delay adoption will face
the same policy requirements in a harder compliance
environment with fewer implementation options.
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Force 3: The Growing Cybersecurity Workforce Gap

The national cybersecurity workforce shortage has
been a recognized strategic risk for over a decade.
After a decade of investment in training pipelines,
scholarship programs, and workforce initiatives, the
gap remains. The only approach that scales to the pace
of the threat is Al-enabled analyst augmentation,
multiplying the effective capacity of the analysts that
programs have, rather than waiting for additional
analysts that may never arrive. % SPECTRA is precisely
this capability: it lets a team of ten analysts perform the
effective analytical work of thirty, by eliminating the
triage work that should never require human judgment
in the first place.

Force 4: Cybersecurity Modernization Creates a
Window of Competitive Advantage

OMB M-25-04, FedRAMP modernization toward
machine-readable packages, and the currently paused
phased Department of War (DoW) Cybersecurity
Maturity Model Certification (CMMC 2.0) program
implementation timeline collectively create a
compliance modernization moment that rewards early
adopters. Programs that build continuous, automated
evidence pipelines now (as SPECTRA’s governance
module enables) will enter the next ATO cycle with
mature, automated compliance machinery. Programs
that wait will face the same modernization requirement
in a compressed timeframe, with higher implementation
cost and higher compliance risk.%®

Force 5: It Makes Good Business Sense

Every month that a federal SOC operates on legacy
detection infrastructure is a month during which
undiscovered threats accumulate dwell time. The
average cost of a federal data breach is measured in
the hundreds of millions of dollars when mission
disruption, remediation, forensic investigation, and
reputational impact are fully accounted for. A 40%
reduction in SOC operating costs and a 70%
improvement in MTTD are not abstract efficiency gains;
they are financial and mission outcomes with a

www.evolverinc.com

measurable ROI that substantially exceeds the
investment in modernization. 3’

THE SPECTRA, SOAR, & SHIELD
IMPERATIVE

SPECTRA, SOAR, & SHIELD are not future
investments. They are present-tense operational
response capabilities to an increasingly hostile
cyber threat environment that has already passed
the inflection point where legacy detection is

structurally inadequate. The question for senior
officials is not whether to modernize the federal
SOC; that question is settled by the threat
environment. The question is whether to modernize
now, with a managed solution that delivers value in
30 days, or to modernize later, after adversary
dwell time has already extracted its cost.

SECTION 08

Where Next-Generation SOC Is Going:
Al-Powered, Zero Trust Architecture,
Autonomous Defense, Quantum Security,
& Cyber Resiliency

The U.S. Federal government SOC evolution will
continue to accelerate over the next three to five years,
driven by the same forces of Al advancement, policy
mandate, and cyber threat evolution that have defined
the current moment. Senior officials should understand
the trajectory to ensure that modernization decisions
made today do not create constraints tomorrow. Al in
the SOC will progress from detection augmentation
toward autonomous decision support and, ultimately,
governed autonomous response. The NIST Al RMF
provides the governance framework for this
progression, emphasizing trustworthiness,
explainability, and human oversight as non-negotiable
attributes of Al deployed in high-consequence
operational contexts. % SPECTRA’s current
architecture, with its governed advisory-to-enforced
automation model and full audit trail, is designed to
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accommodate this progression without architectural
replacement.

Zero Trust Architecture maturity will increasingly require
SOC detection and response capabilities that operate
at the identity and access layer, not just the network
layer. CISA’s Zero Trust Maturity Model 2.0 defines
continuous monitoring of all users, assets, and data
flows as a core attribute of Advanced and Optimal ZTA
maturity. 3 SPECTRA's behavioral baselining capability
across authentication, identity, and access telemetry
directly supports this ZTA maturity requirement. Evolver
SOAR provides increased visibility, enhanced security
orchestration, and the hyper-automation of 1,000+
automated incident response playbooks.

Quantum-enabled cryptographic cyber threats of
today are largely based upon the cyber-attacker’s plan
of “Harvest Now and Decrypt later” require SOC
programs to develop new detection and monitoring
capabilities for cryptographic anomalies such as
Evolver SHIELD, which provides a unique quantum
crypto agile solution for enterprise quantum security.
While the technical timeline for cryptographically
relevant quantum computers remains uncertain, OMB
M-23-02 has directed agencies to begin cryptographic
inventory and migration planning now, and the SOC will
be a primary data source for monitoring the
implementation and integrity of post-quantum

cryptography (PQC) migration across agency systems.
40

Evolver’'s SPECTRA platform is positioned for this
evolution because it is built around normalized
telemetry, behavioral analytics, governed automation,
and continuous evidence production. These are the
same architectural principles required for Al-
augmented autonomous defense, ZTA-aligned
behavioral monitoring, and cryptographic integrity
verification. Programs that deploy Evolver's SPECTRA
innovation today are building the operational foundation
for the next generation of U.S. federal cyber defense.

www.evolverinc.com

SECTION 09
Conclusion

U.S. Federal government senior leaders need Security
Operations Centers that detect the threats that matter,
including the nation-state advanced cyber-attacks
that legacy tools are designed to miss. The
convergence of Al-enabled adversary operations, a
structural workforce shortage, active federal Al and
Zero Trust policy mandates, and the shift toward
continuous compliance authorization has created a
specific, urgent moment for next-generation SOC
modernization. The Evolver SPECTRA and SOAR
innovations provide a practical, managed-service path
to that modernization: deploy a self-supervised Al
overlay that learns each environment without rules or
training data, reduces alert noise by up to 97 percent,
increases security orchestration, enhances cyber threat
visibility, and rapidly accelerates the speed to response,
which cut MTTD and MTTR by up to 70 percent, extend
analyst capacity without proportional headcount
growth, and continuously generate the RMF-aligned
compliance evidence that supports ATO and
continuous monitoring obligations, all without replacing
existing tools or requiring extended onboarding
timelines. #

A focused pilot, structured around a specific mission
enclave, a defined detection scope, and measurable
performance outcomes, can demonstrate value to
leadership of SPECTRA, SOAR, and SHIELD within 30
days and provide a scalable blueprint for enterprise
SOC modernization. The metrics that matter alert
volume reduction, MTTD/MTTR improvement, ATT&CK
coverage achieved, and RMF evidence artifacts
generated. These are not vendor claims; they are
measurable operational outcomes that U.S. federal
programs can validate in production. The growing cyber
threats are not waiting. The policy direction is clear. The
workforce math does not improve on its own. The case
for deploying Evolver’'s SPECTRA SOAR, and SHIELD
now is built not on urgency for its own sake, but on the
sober recognition that every month the U.S. federal
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SOCs operate on legacy detection architecture is a attacks, may already be resident and undetected inside
month during which the next Volt Typhoon, the next a network that signature-based tools were never
SolarWinds, the next major intrusion campaign, and designed to protect. £

quantum “Harvest now and Decrypt later” cyber-

About the Authors

Gregory A. Garrett is the Chief Operating Officer and Chief Innovation Officer for
Evolver. He leads all of Evolver’s technology thought leadership and technology
business units, which provide advanced IT, Al, cybersecurity, electronic security, and
eDiscovery services to federal agencies and Fortune 500 companies.

With over 25 years of executive experience and a background as a CIO, CTO, CISO,
and COO, he has managed more than $40 billion in global tech contracts and served in
key roles across both large and mid-sized firms. A retired U.S. Air Force Colonel and
accomplished author, Garrett has also contributed extensively to industry thought
leadership through 24 books, more than 150 articles, expert testimony, and over 250
speaking engagements.

Dr. Brian McElyea is an accomplished cybersecurity executive recognized for leading
large-scale digital transformation initiatives and building high-performing Cyber
Centers of Excellence that drive mission-aligned security outcomes. With over two
decades of leadership across healthcare, defense, and federal sectors, he has guided
global organizations through the complexities of risk management, compliance, and
modernization with measurable results.

www.evolverinc.com EVOLVER PAGE 12



-~
‘:UOI\’er Next Generation Security Operations Center (SOC)
Challenges, Best Practices, & Innovation

Works Cited

Cybersecurity and Infrastructure Security Agency. Cybersecurity Strategic Plan FY2024-2026. CISA, 2023, https://lateral-
connect.com/wp-content/uploads/2024/07/CISA-Cybersecurity - Strategic- Plan-FY2024 - 2026 -1.pdf. Accessed 10 Mar. 2026.1 12

Cybersecurity and Infrastructure Security Agency. Cybersecurity Workforce Development Strategy. CISA, 20283,
https://www.cisa.gov/resources-tools/programs/cybersecurity -education-career-development. Accessed 10 Mar. 2026.4 13,19, 20,35

Cybersecurity and Infrastructure Security Agency. Zero Trust Maturity Model. Version 2.0, CISA, Apr. 2023,
https://www.cisa.gov/sites/default/files/2023-04/zero _trust_maturity _model v2 508.pdf Accessed 10 Mar. 2026. 39

Department of Defense. Zero Trust Strategy. DoD, Nov. 2022, https://dodcio.defense.gov/Portals/0/Documents/Library/DoD -
ZTStrategy.pdf. Accessed 10 Mar. 2026. 16,2129

Evolver. Evolver Integrated Solution Paper (EISP): Al-Powered Self-Learning SOC — Evolver SPECTRA™. Evolver, 2026. Internal
solution paper provided to the authors. 6. 7.8 32 87, 41

Evolver. “Evolver Launches SPECTRA, an Al-Powered Self-Learning SOC Solution.” evolverinc.com, 3 Feb. 2026,
https://evolverinc.com/evolver -launches -spectra-ai-self -learning -soc -missions/. Accessed 10 Mar. 2026. 7. 31 41

Executive Office of the President. Executive Order 14028: Improving the Nation’s Cybersecurity. 12 May 2021,
https://www.nist.gov/itl/executive - order-14028 -improving - nations-cybersecurity. Accessed 10 Mar. 2026. 2!

Executive Office of the President. Executive Order 14110: Safe, Secure, and Trustworthy Development and Use of Atrtificial Intelligence.
30 Oct. 2023, https://www.federalregister.gov/documents/2023/11/01/2023 -24283/safe -secure -and - trustworthy -development -
and-use-of - artificial-intelligence. Accessed 10 Mar. 2026. 34

Executive Office of the President. National Cybersecurity Strategy. Mar. 2023, https://bidenwhitehouse.archives.gov/wp-
content/uploads/2023/07/National- Cybersecurity - Strategy -Implementation-Plan-WH.gov_.pdf. Accessed 10 Mar. 2026. 2. 34

FedRAMP. RFC-0024: FedRAMP Rev 5 Machine-Readable Packages. 13 Jan. 2026, https://www.fedramp.gov/rfcs/0024/.
Accessed. 10 Mar. 2026. 828,36

FedScoop, Generative Al use is ‘escalating rapidly’ in federal agencies, GAO finds. 29 Jul. 2025.
https://fedscoop.com/generative -artificial -intelligence -use-federal-government-watchdog/. Accessed 10 Aug. 2026 1

MixMode. The MixMode Platform: Advanced Threat Detection Analytics Powered by Third Wave Al. MixMode, Inc., 2025. Product
data sheet provided to the authors. 23

MITRE. ATT&CK® Framework. MITRE Corporation, n.d., https://attack.mitre.org/. Accessed 10 Mar. 2026. 1625 26

National Institute of Standards and Technology. Artificial Intelligence Risk Management Framework (Al RMF 1.0). NIST Al 100-1, Jan.
2023, https://nvipubs.nist.gov/nistpubs/ai/NIST.Al.100-1.pdf. Accessed 10 Mar. 2026. 3 22 23,24, 34,38

National Institute of Standards and Technology. The NIST Cybersecurity Framework (CSF) 2.0. Feb. 2024,
https://nvipubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.pdf. Accessed 10 Mar. 2026. ™

National Institute of Standards and Technology. Information Security Continuous Monitoring (ISCM) for Federal Information Systems
and Organizations. NIST SP 800-137, Sept. 2011, https://nvilpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-137.pdf.
Accessed 10 Mar. 2026. 3,10, 30

National Institute of Standards and Technology. OSCAL (Open Security Controls Assessment Language). NIST, n.d.,
https://pages.nist.gov/OSCAL/. Accessed 10 Mar. 2026. 28

National Institute of Standards and Technology. Computer Security Incident Handling Guide. NIST SP 800-61 Rev. 2, Aug. 2012,
https://nvipubs.nist.gov/nistpubs/specialpublications/nist.sp.800-61r2.pdf. Accessed 10 Mar. 2026.2. 927

National Institute of Standards and Technology. Risk Management Framework for Information Systems and Organizations. NIST SP
800-37 Rev. 2, Dec. 2018, https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-37r2.pdf. Accessed 10 Mar. 2026. 7

National Institute of Standards and Technology. Security and Privacy Controls for Information Systems and Organizations. NIST SP
800-53 Rev. 5, Sept. 2020, https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r5.pdf. Accessed 10 Mar. 2026.5

www.evolverinc.com EVOLVER PAGE 13


https://lateral-connect.com/wp-content/uploads/2024/07/CISA-Cybersecurity-Strategic-Plan-FY2024-2026-1.pdf
https://lateral-connect.com/wp-content/uploads/2024/07/CISA-Cybersecurity-Strategic-Plan-FY2024-2026-1.pdf
https://www.cisa.gov/resources-tools/programs/cybersecurity-education-career-development
https://www.cisa.gov/sites/default/files/2023-04/zero_trust_maturity_model_v2_508.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/DoD-ZTStrategy.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/DoD-ZTStrategy.pdf
https://evolverinc.com/wp-content/uploads/2026/03/031826_Evolver_EITS_Spectra.pdf
https://evolverinc.com/evolver-launches-spectra-ai-self-learning-soc-missions/
https://www.nist.gov/itl/executive-order-14028-improving-nations-cybersecurity
https://www.federalregister.gov/documents/2023/11/01/2023-24283/safe-secure-and-trustworthy-development-and-use-of-artificial-intelligence
https://www.federalregister.gov/documents/2023/11/01/2023-24283/safe-secure-and-trustworthy-development-and-use-of-artificial-intelligence
https://bidenwhitehouse.archives.gov/wp-content/uploads/2023/07/National-Cybersecurity-Strategy-Implementation-Plan-WH.gov_.pdf
https://bidenwhitehouse.archives.gov/wp-content/uploads/2023/07/National-Cybersecurity-Strategy-Implementation-Plan-WH.gov_.pdf
https://www.fedramp.gov/rfcs/0024/
https://fedscoop.com/generative-artificial-intelligence-use-federal-government-watchdog/
https://www.mixmode.ai/industries/the-only-third-wave-ai-cybersecurity-company
https://attack.mitre.org/
https://nvlpubs.nist.gov/nistpubs/ai/NIST.AI.100-1.pdf
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-137.pdf
https://pages.nist.gov/OSCAL/
https://nvlpubs.nist.gov/nistpubs/specialpublications/nist.sp.800-61r2.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-37r2.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r5.pdf

-~
‘:UOI\'er Next Generation Security Operations Center (SOC)
Challenges, Best Practices, & Innovation

Office of Management and Budget. M-22-09: Moving the U.S. Government Toward Zero Trust Cybersecurity Principles. 26 Jan.
2022, https://www.whitehouse.gov/wp -content/uploads/2022/01/M-22-09.pdf. Accessed 10 Mar. 2026. 2!

Office of Management and Budget. M-23-02: Migrating to Post-Quantum Cryptography. 18 Nov. 2022,
https://www.whitehouse.gov/wp -content/uploads/2022/11/M-23-02-M-Memo-on-Migrating-to-Post-Quantum-
Cryptography.pdf. Accessed 10 Mar. 2026. 40

Office of Management and Budget. M-25-04: Fiscal Year 2025 Guidance on Federal Information Security and Privacy Management
Requirements. 15 Jan. 2025, https://bidenwhitehouse.archives.gov/wp-content/uploads/2025/01/M-25-04-Fiscal-Year-2025-
Guidance-on-Federal-Information-Security-and - Privacy - Management -Requirements.pdf. Accessed 10 Mar. 2026. 8. 36

Office of the Director of National Intelligence. Annual Threat Assessment of the U.S. Intelligence Community. ODNI, Feb. 2024,
https://www.dni.gov/files/ODNI/documents/assessments/ATA-2024 - Unclassified - Report.pdf. Accessed 10 Mar. 2026. 33

Ponemon Institute. Cost of a Data Breach Report 2024. IBM Security, 2024, https://www.ibm.com/reports/data-breach. Accessed 10
Mar. 2026. %7

www.evolverinc.com EVOLVER PAGE 14


https://www.whitehouse.gov/wp-content/uploads/2022/01/M-22-09.pdf
https://www.whitehouse.gov/wp-content/uploads/2022/11/M-23-02-M-Memo-on-Migrating-to-Post-Quantum-Cryptography.pdf
https://www.whitehouse.gov/wp-content/uploads/2022/11/M-23-02-M-Memo-on-Migrating-to-Post-Quantum-Cryptography.pdf
https://bidenwhitehouse.archives.gov/wp-content/uploads/2025/01/M-25-04-Fiscal-Year-2025-Guidance-on-Federal-Information-Security-and-Privacy-Management-Requirements.pdf
https://bidenwhitehouse.archives.gov/wp-content/uploads/2025/01/M-25-04-Fiscal-Year-2025-Guidance-on-Federal-Information-Security-and-Privacy-Management-Requirements.pdf
https://www.dni.gov/files/ODNI/documents/assessments/ATA-2024-Unclassified-Report.pdf
https://www.ibm.com/reports/data-breach

